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HAz Pt 22 p & This course provides an in-depth study of cryptographic techniques and their

role in practical computer systems and applications. The first part of this course covers the
algorithms for basic symmetric as well as asymmetric encryption/decryption algorithms, and the
protocols to achieve practical security objectives such as confidentiality, authentication, data|
integrity, non-repudiation. In the second part, our focus will be on two asymmetric cryptosystems:
Elliptic Curve and XTR. To facilitate deep understanding of Elliptic Curve and XTR
cryptosystems, some basic material on finite fields will be taught prior to them. The main focus off
this course is to develop necessary skills and hands-on experience for implementing cryptographic

algorithms/protocol on hardware efficiently.
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2. W. Stallings, Cryptography and Network Security — Principles and

Practices, 4e, Pearson Education.

R. McEliece, Finite Fields for Computer Scientists and Engineers, Kluwer
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