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AT L 22 P I The course intends to provide a practical, state-of-the-art introduction to network

security. The course material overlaps with COM5336 at around 50%.

i ! No required textbooks.
P W. Stallings, Network Security Essentials, Fourth Edition, Pearson Education
2011.
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. Block cipher
Symmetric Cryptography . 3-mAmB
Stream cipher
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Basic Asymmetric Encyrption/Decryption

Cryptosystems Digital signatures and key exchange protocols
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Other Cryptographic Hash and Message Digest
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Topics Authentication
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Key Management: Kerberos, X.509
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. Application Layer Security: PGP, S/MIME
Network Security . 3-mAmB
Transport Layer Security: SSL/TLS
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Network Layer Security: IPSec
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3. & 2 ;* ! assignments, and final project
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